Applications of Feasible Path Analysisto Program TestingAllen Goldberg, T.C. Wang, David Zimmerman*Kestrel Institute3260 Hillview AvenuePalo Alto, CA 94304{goldberg, wang}@kestrel.eduzim@stc.lockheed.comAbstract__________________* Work performed by the author while affiliated withKestrel Institute. Author�s current affiliation is the Soft-ware Technology Center, Research and Development Div-ision, Lockheed Missiles and Space Company, Palo Alto,CA.For certain structural testing criteria a significantproportion of tests instances are infeasible in thesense the semantics of the program implies thattest data cannot be constructed that meet the testrequirement. This paper describes the design andprototype implementation of a structural testingsystem that uses a theorem prover to determinefeasibility of testing requirements and to optimizethe number of test cases required to achieve testcoverage. Using this approach, we were able toaccurately and efficiently determine path feas-ibility for moderately-sized program units ofproduction code written in a subset of Ada. Onthese problems, the computer solutions wereobtained much faster and with greater accuracythen manual analysis. The paper describes howwe formalize test criteria as control flow graphpath expressions; how the criteria are mapped tologic formulas; and how we control the com-plexity of the inference task. It describes thelimitations of the system and proposals for itsimprovement as well as other applications of theanalysis.1 . IntroductionGiven a description of a set of control flow pathsthrough a procedure, feasible path analysis(FPA) determines if there is input data whichcauses execution to flow down some path in thecollection. FPA is central to most applications ofprogram analysis. But, because this problem isformally unsolvable, syntactic-based approximations are used in its place. For example, thedead-code analysis problem is to determine ifthere are any input values which cause executionto reach a specified program point. Theapproximation determines whether there is a con-trol flow path from the start of the program to thepoint. This syntactic approximation is efficientlycomputable and conservative: if there is no suchpath the program point is clearly unreachable, butif there is such a path, the analysis is incon-clusive, and the code is assumed to be live.Such conservative analysis too often yieldsunsatisfactory results because the approximationis too weak. As another example, consider dataflow analysis. A du-pair is a pair of programpoints such that the first point is a definition of avariable and the second point a use and for whichthere exists a definition-free path from the def-inition to the use. The sharper, semantic def-inition of a du-pair requires that there be afeasible definition-free path from the definition tothe use. A compiler using du-pairs for detectingdead variables may miss optimizations by notconsidering feasibility. Similarly, a programanalyzer computing program slices to mergeparallel versions may report conflicts where noneexist.In the context of software testing, feasibility anal-ysis plays an important role in identifying testingrequirements which are infeasible. This is espec-ially true for data flow testing and modified cond-ition/decision coverage. This will be discussed insection 3.Syntactic approximations are generally used be-cause there is a jump from the near linear comp-lexity of syntactic methods to intractable comp-lexity of semantic criteria. In this paper we de-scribe our approach to implementing feasible pathanalysis, and provide experimental evidence thatit can be both efficient and effective for many ap-plications of program analysis. The analysis isnot (nor can it be) exact, but is conservative inthat only those paths which can be provedinfeasible are identified as such. Feasible pathanalysis may thus enhance program analysissystems, trading additional computation forsharper analytical results.Feasible path analysis requires both symbolicanalysis and theorem proving. Symbolic analysisrelates expressions occurring at different programpoints and theorem proving determines the va-lidity of logical relations between expressions.The relevance of symbolic analysis and theoremproving to testing and analysis is well known.Traditionally, the inefficiency of such methodsprecluded their applicability to practical prob-lems. At Kestrel Institute we have been de-veloping a high-performing theorem prover[Wang87, Wang92] which is used forverification and program transformation. Theprover has been effectively adopted to feasiblepath analysis because most inference problemsencountered in practice are broad and shallow.The proofs typically require just a few inferencesteps, but the formulas passed to the prover aregenerally very large, with much of the infor-mation being irrelevant. It is precisely this kindof problem for which automated inference is costeffective compared with manual analysis.Theorem provers are notoriously difficult forpeople to use interactively. In our work allaspects of the prover, other than the setting ofhigh-level strategies and resource bounds, areinvisible to the user. Our prover runs completelyautomatically, generally taking on the order ofseconds for each inference task.Consider the Ada procedure in Appendix A. Thisproblem is generally illustrative of the sampleproblems we have treated except for the fact thatall the variables are Boolean-valued. (The ex-ample was chosen to illustrate why a standardtheorem proving technique of placing formulas isconjunctive normal form is a poor strategy in thiscontext.) A typical problem that may be posed is:if underlined statements are executed is the valueof dc-14 (and hence the outcome of the ifstatement) determined at point E? A readerattempting a manual analysis of this problem willquickly get a sense of the complexity of the task.Appendix B contains a logical formula derived bysymbolic analysis which captures this problem asa theorem proving task.The main body of this paper describes our designand implementation of feasible path analysis for avery restricted subset of Ada. While limitationson the Ada subset limit the applicability of thetool, this work points the way to developingcapabilities which can have pervasive impacts onsoftware testing, re-engineering and other tasks.The next section describes our approach to FPA.In section 3 we describe results of its applicationto structural (white-box) testing and mentionother applications. A companion paper [] de-scribes some specific applications to testing. Insection 4 we describe related work and in section5 our future plans.

2 . Feasible Path Analysis

AxiomsKITPKITPKnowledge BaseAda Procedureand Package DefinitionsFPAQueryFPAResultCFGASTParser &Static Analyzer

Program Analysisfunction

SymbolicEvaluation

Simplifier

Main Prover

deducedformulas

Refine/Ada

FPAFigure 1. Basic FPA System ArchitectureA control flow path through a procedure isfeasible if there is an assignment to input values,(i.e. global variables and parameters) whichdrives execution down the path. A set of controlflow paths is feasible if one of its members isfeasible. We use a regular expression to describea set of paths. Such an expression is called apath regular expression (PRE).Feasible path analysis, given¥A procedure and associated type,constant, and variable declarations¥A path regular expression P from a startpoint s to an end point e¥A formula j,attempts to determine if there is a computationstate, that is, values for program variables, at s,which drives execution down one of the pathsdenoted by P, such that the formula j evaluatedat point e is true. Typically s is the entry to theprocedure and we seek values of global variablesand parameters with the required properties.FPA constructs a formula in first order logicwhich is satisfiable if and only if there are inputsmeeting the specification above. Construction ofthe formula and related axioms is called symbolicevaluation. A theorem prover is invoked to testthe satisfiability of the constructed formula. Theoutput may be yes, no, or inconclusive if theprover does not yield a definitive result within theresource bounds imposed.2.1.System ArchitectureFigure 1 illustrates the basic architecture of theFPA system. The system incorporatescomponents of Software Refinery andRefine/Ada [Reasoning92], products availablefrom Reasoning Systems, Incorporated.Software Refinery is an environment for thetransformation and manipulation of the abstractsyntax trees stored in an object base, and forgraphical and mouse sensitive display of theseentities. Refine/Ada provides a parser, staticanalyzer, control flow graph, and analysis ca-pabilities, such as data flow analysis, for Ada.Our system is implemented in Lisp and Refine[Reasoning90]. Some of the features which makeRefine a good environment for building a testingsystem are described in [Kotik89].In this architecture we assume the existence ofsome client, such as the Test Specification andDetermination Tool [Jasper94], which generatesrequests for FPA using the interface illustratedabove. Prior to processing such requests, theAda procedure and associated definitions areparsed to an abstract syntax tree, anytransformations such as loop unrolling or

function inlining are performed, and a controlflow graph (CFG) is constructed. The symbolicanalysis component then analyzes relevant type,variable and constant declarations to generate aset of axioms about the types and operations usedin the procedure. Next the symbolic analyzerexamines each basic block (represented as a nodein the CFG) and captures its semantics as a set ofequations relating the values of variables on entryto the block to their value on exit. FPA requestsare processed by generating a formula in first-order logic and testing its satisfiability with thetheorem prover.2 . 1 . 1 . Subset of Ada ControlConstructsUnlike syntactic analysis, feasible path analysisrequires formalization of program semantics.Often such formalizations are unavailable, or areincompatible with first-order logic. In this workwe have employed straightforward formalizationsof rudimentary Ada features, including functionsand procedure calls, assignment, case and ifstatements. Ada tasks and exceptions are nottreated.Procedure calls are treated in one of two ways.The procedure may be unfolded (inlined), whichincreases the size and complexity of theformulas, but enhances the analysis. A proceduremay also be treated as a black box by determiningwhich global variables and parameters itmodifies, and assuming that it modifies each ofthem in some arbitrary way.Limited facilities are currently provided fortreating loops. If the loop does not set variableswhich affect control flow or the value of

φ

, thenit raises no difficulties. If the loop consists of astatically-determinable finite enumeration it isunrolled. In section 5.2 we describe a futureapproach to more comprehensive treatment ofloops. Otherwise loops are assumed to modifyassigned variables in some arbitrary way.Our motivation�to demonstrate the effectivenessof techniques on production, safety-criticalcode� has been fortuitous, since safety-criticalsoftware is often written in such restrictedsubsets for understandability and predictability ofrun-time performance. While extending theanalysis to a richer set of programming languageconstructs is non-trivial, once done, we see noreason why the effectiveness of the analysis willdegrade. A possible exception is high-orderfunctions; their treatment requires enhancementsto our first-order prover.2.2.Symbolic EvaluationThe task of symbolic evaluation is to constructfirst-order logic formulas to pass to the theoremprover. Some of these formulas are data typeaxioms derived from type declarations. Othersare derived from Ada expressions, usually incontrol conditions within the procedural code.Variables in an inference system are referentiallytransparent. Unlike program variables, theirdenotation does not depend on a store of values.To deal with this difference, each programvariable is represented as a family of logicvariables within the theorem provingenvironment. The family is indexed by theprogram points where their values may differ.�Backward� symbolic evaluation is used togenerate assertions which relate the values ofvariables at different program points.2.2.1.Data RepresentationAda data types and operations must berepresented and reasoned about by the theoremprover. For each Ada data operation the systemconstructs a corresponding function in a first-order logical theory to represent the operation.The semantics of the operations are characterizedby axioms about the associated functions. Thusthe task of representation is two-fold: first totranslate Ada expressions into the correspondingexpressions in the logic and second to generateaxioms, statically for built in types, anddynamically for user-defined types. Axioms aregenerated for relevant constant, variable and typedefinitions directly from the Ada source code.2.2.1.1.IntegersOur axiomatization of the integers formalizes thestandard properties of addition, multiplication,equality, inequality, and other Ada arithmeticoperations. The axioms are expressed in an opti-mized form for effective theorem proving per-formance, because arithmetic reasoning is ingeneral a difficult task. The axiomatizationassumes that integer values are unbounded. Thisis a pragmatic choice in accordance with ouroverall conservative approach. Specifically, byomitting integer overflow restrictions, we maymiss identifying an infeasible path, but we willnever make an incorrect assertion of infeasibility.

Explicitly declared subranges are axiomitized asinequalities.2.2.1.2.Enumerations andSubrangesEnumeration types are mapped into integersubranges, with operations such as equality andsuccessor mapped into their integer equivalents.For subranges, inequalities or a disjunction ofequalities are asserted.2.2.1.3.Real NumbersAxiomatization of the properties of floating pointnumbers is difficult. Our approach is to onlyformalize those properties of the reals which arealso true about their representation as floatingpoint numbers. For example, associativity ofaddition is not part of the axiomatization but thetransitivity of less than is.2.2.1.4.ArraysThe primary difficulty with arrays is that sincethe indices used in array assignments can be arbi-trary expressions, one does not in general knowwhether consecutive assignments to an array in-volve the same element. We model suchassignments through a symbolic history listwhich represents sequential assignments toindividual elements or index subranges. Thehistory list is built from nested functions overwhich the prover can reason and apply rewritingrules. Some specific examples of this basicapproach are presented in [Jasper94]. Theapproach can be extended to model multi-di-mensional arrays, as well as operations such asarray slicing and array aggregate definition.2.2.1.5.RecordsAda records are represented by a constructionfunction which builds an aggregate fromcomponent fields, along with a set of projectionfunctions which select individual fields from anaggregate.2.2.2.Back SubstitutionA control flow graph (CFG) is a directed graphin which nodes represent basic blocks and edgesrepresent control flow. A basic block is asegment of code with a single entry point and asingle exit point. Control flow path sets may beexpressed as regular expressions over thealphabet of control flow nodes (CFNs). Thegraph itself is language neutral.In imperative languages such as Ada, each CFNis associated with a sequence of assignment state-ments, possibly terminated by a test predicatewhich controls a multi-way branch, such as froman if or case statement. In the discussion be-low we restrict our attention to if statements.Case statements are treated similarly.The point of symbolic evaluation is to logicallyrelate the values of expressions at differentprogram points. To work within a logicalframework we introduce for each global programvariable a logical variable which denotes its valueat either the start or end of a CFN; strictly localvariables are replaced through substitutions.Thus in node n referencing global variable v, vndenotes the variable�s value at exit to theassociated code block n and vn* denotes its valueuponenteringtheblock.A naive implementation of this model will in-t r o d u c e a p l e t h o r a o f l o g i c a l v a r i a b l e s . W e o p t i m i z e l o g i c a l v a r i a b l e i n t r o d u c t i o n b y o n l y i n t r o d u c i n g t h o s e v a r i a b l e s t h a t a r e a l o g i c a l necessity. A program variable�s value at programpoints p and q can be represented by the samelogical variable if for every execution of theprogram that reaches p and q the value of theprogram variable is the same at both points. Inparticular there need only be one more logicalvariables than assignments to the variable.By applying the well-known Hoare axiom forassignment [Hoare69], a set of equations, calledthe defining equations for CFN n, are construct-ed which give the value of a variable at the end ofthe block associated with n in terms of anexpression over variables at the start of a block.We denote the set of these equations for a CFNn by

σ n

. If a node contains a call to procedure F(which has not been inlined), then let

r1L rn

bethe variables that F may potentially modify. Let

f1L fn

be new variables whose type is the sameas

r1L rn

respectively. Then the equations

ri = fi

are asserted. Since

f1L fn

are unconstrained byany axioms other then type axioms, this assertsthat the value of the outputs of F have beenmodified in an arbitrary way.Let r be a regular expression denoting acollection of paths from the entry to CFN s to theexit of CFN e. Then

P(s,e,r,ϕ )

denotes a

logical formula over free variables

vs*

which issatisfiable if and only if there is a state S (a mapof program variables to values), such that ifexecution is started at the start of s in state S thencontrol will reach the exit of e along a pathdenoted by r and in the resulting state,

ϕ

evaluates to true. The formula

P(s,e,r,ϕ )

canbe computed by expressing P recursively in itsargument r. If

ϕ

is a formula and s a set ofequations of the form

xi = ei

where

xi

is avariable and

ei

is an expression, then

φ [σ ]

is theformula obtained by the simultaneous substi-tution of

for in

ϕ

.As a base case consider

P(s,s,s,φ )

, i.e. theexecution of a single CFN s.

P(s,s,s,φ ) = φ [σ s ]

.If r is the alternation of two expression

r1

and

r2

then

P(s,e,r1 |r2,φ ) = P(s,e,r1,φ )"∨"P(s,e,r2,φ )

We have written the disjunction in quotes toemphasize that it denotes the expression formedas the disjunction of two formulas, not theboolean evaluation of two truth values.Similarly, suppose

r = r1 or2

, such that terminusof

is m, the start of

r2

is n , a n d i n o r d e r t o e x i t m and flow to n the condition c must betrue. Then

P(s,e,r1 or2,φ ) =

P(s,m,r1,c)"&"P(n,e,r2,φ )[vm = vn* ])

.This formula is a conjunction of the back-substituted value of

ϕ

and the back-substitutedvalue of condition c which must be satisfied toflow along the specified path.2.2.2.1.SimplificationIt is instructive to analyze the form of theequations derived from this recursion.Alternation of paths introduces disjunctions in theformula and concatenation introducesconjunctions. Thus the general form of theresulting formulas is a nesting of conjunctionsand disjunctions. Consider the control flowsubgraph:

truefalse sfectWhere c is the conditional expression controllingthe two-way branch. For this graph

p(s,e,(sot oe)|(so f oe),φ ) = (c[σ s ]&φ [σ e ][σ t ][σ s ])∨

(¬ c[σ s ]&φ [σ e ][σ f ][σ s ])

Note that �back substituting� the formula

ϕ

through an if-then-else, as represented bythe diamond shaped CFG, generates a formulawhich is a least twice the size of

ϕ

(since thereare two substitution instances of

ϕ

). In aprogram which is the sequential composition ofdiamond-shaped subgraphs, a formula backsubstituted to the beginning of the program willbe exponential in the number of such diamonds,i.e. the number of control flow merge points.Basically, formula size grows in proportion tothe number of potential paths through theprogram.This behavior, if not addressed, preventsscalability of our analysis tools to largeprograms. Our defense against this growth,which is unavoidable in the worst case, isaggressive simplification of the formulas as theyare constructed. The theorem prover providesthis simplification, primarily through conditionaland unconditional term rewriting. An intuition asto why such simplification prevents formulasfrom growing too large is that P may be thoughtof as converting an imperative-style program intoa functional one. Experience has shown thatfunctional programs need not be much larger thenequivalent imperative ones.A fundamental simplification rule is

(c&φ )∨ (¬ c&φ ) ≡ φ

. This rule can be appliedin the formula above if

φ [σ t ] = φ [σ f ]

. Thiswill happen most simply if the assignments in

nodes t and f do not modify variables of

ϕ

. Inour experience, as program size grows, thenumber of assignments to any given variable andthe number of variables a given expressiondepends on remains bounded. Theseobservations contribute to frequent application ofthe fundamental simplification rule.Simplification of generated formulas relies onother rules and techniques as well. To pursue thisdiscussion further, we describe the organizationand functionality of our prover. We then continuewith the discussion of general simplification andtesting for satisfiability.2.3.Theorem ProverIn this work we are leveraging off the capabilitiesof our theorem prover, KITP. This prover isused in Kestrel Institute�s work in programtransformation [Smith90], and programverification [Wang92]. KITP maintains aknowledge base (KB) which holds axioms,inference rules, and deduced results, which areutilized by the main prover.The main prover of KITP consists of a naturaldeduction controller (NDC) [Bledsoe83], asimplifier, a forward inference procedure (FIP),and a backward inference procedure (BIP). FIPis based on unit resolution, paramodulation, andset of support strategy [Wos68].The BIP is the most powerful part of the prover,and is based on a goal-oriented proving proce-dure, hierarchical deduction [Wang87]. The BIPproves a theorem by traversing a tree of nodes.Each node contains a different set of rule clauses.All candidate goal clauses are contained in a goal-list. Each literal of a goal is indexed by a nodename, through which a set of nodes can be lo-cated to obtain rule clauses for the resolution andparamodulation upon that literal. The �legal� re-solvents of BIP are produced under a set ofconstraints or narrowing strategies, such as localsubsumption, constraints on common tails,proper reduction, global subsumption, subgoalreordering, partial set of support, semanticguidance, etc.The simplifier is designed to replace a term orsubterm by a simpler, but semantically equivalentterm or subterm. The simplification is carried outby term-rewriting and partial evaluation. Term-rewriting is the main component of the simplifier;its behavior is determined by the set of term-rewriting rules, which can be augmented by theuser. Partial evaluation is used to deducecanonical forms for those terms or subterms thatare computable. Simplification is appliedexhaustively to each result of FIP and BIP as partof the symbolic evaluation procedure as itconstructs formulas.The natural deduction controller is the top-levelcontrol structure of the prover. It decomposes aconjecture into sub-formulas, and dispatchesthem to subcomponents.To adopt the prover to feasible path determinationwe made several enhancements and modificationsto KITP.¥The term rewriting system was extendedto support conditional term rewritingrules. This was required for effectivetreatment of arrays, a traditionaldifficulty for symbolic evaluation.¥We scaled up the knowledge base tohold very large formulas.¥We improved KITP�s capability forpropositional reasoning.¥We adapted the backward inferenceprocedure so that it does not require aformula in conjunctive normal form.Normalization of formulas can cause anexponential increase in their size.¥In order to promote effective use ofterm-rewriting and automatic operation,we transformed as many rules as pos-sible into term-rewriting rules.¥We modified the natural deductioncontroller so that the prover is focusedon disproving a non-theorem, instead of,as is usual, proving a theorem. Thisstrategy is useful because in most cases,the conjecture given to KITP is a non-theorem, and a standard theorem proverwould waste time before reporting fail-ure.¥We tuned the control parameters(number of generated clauses, depth ofsearch, function nesting limit, etc.) ofthe prover to run effectively and auto-matically with constrained resources.The general inference process of the prover maybe outlined by the following. Given a conjectureto be proved, it is first simplified. If the resultingformula is true then a proof has been found.Otherwise the formula is negated and trans-formed into a negation normal form (i.e. an and-

or tree), and then given to the NDC. The NDCwill try to find a connective path [Andrews81,Bibel81, Murray87] (a set of literals contained byan and-branch of the and-or tree) that is con-sistent or can not be proved to be inconsistent.Once such a path is found, the inference processis terminated and the prover reports that the inputconjecture is a non-theorem. If all connectivepaths have been traversed and proved to beinconsistent, then the prover reports that the inputconjecture is a theorem.3.Applications: StructuralTesting of SoftwareStructural (white box) testing is a widely-usedtesting methodology in which test cases are con-structed from code without reference to require-ments, specification, or other description of in-tended functionality. A collection of test cases,called a test suite, is constructed which satisfiesone or more coverage criteria. A coveragecriterion is a parameterized family of coverageinstances defined in terms of some structuralproperty of the code. For example, the coveragecriterion "statement coverage" has one parameterinstance for each statement of the program whichrequires that the test set contain a test case inwhich flow passes to the statement. Moreformally, a coverage instance is a path regularexpression denoting a set of flows through aprogram. A test case satisfies a coverage instanceif the control flow path traversed in execution ofthe test case is in the class of paths denoted bythe regular expression. A test suite satisfies a co-verage criterion if for each coverage instance ofthe coverage criterion there is a test case thatsatisfies it.Many coverage criteria have been defined. Wenote several with respect to consideration of apath regular expression P and formula j, asoutlined above:¥Statement Coverage Each statementof the program should be exercised. Foreach statement instance S , Ps w i l l d e n o t e t h e s e t o f a l l p a t h s p a s s i n g t h r o u g h S , a n d

φ ≡

true . S t a t e m e n t coverageisaveryminimalcriteria.¥Decision Coverage The outcome ofevery decision (e.g. if alternative, orcase alternative) should be exercised tobe both true and false. Each decision Dwill have an associated PD denoting theset of all paths passing through D, and apair

φ t

and

φ f

, each of which must bemade true.¥Condition Coverage Besides testingthe outcome of every decision, thevarious ways in which each outcome canbe reached through different values ofthe subconditions within the decisionmust be exercised. This is a refinementof decision coverage which will intro-duce a set of

φ i

over the individualconditions, according to the particularstructure of the decision.¥All Paths All control flow pathsthrough a program are tested. Thus eachPi isafamilyofpreciselyonepath.Thisi s a v e r y s t r i n g e n t c o v e r a g e c r i t e r i a w h i c h b e c o m e s i n f e a s i b l e f o r l a r g e programs since the size of the test suitemust grow exponentially in the size ofthetargetprocedure.¥DU-Pair Coverage This example ofdata-flow coverage was discussed in theintroduction. For each variable v andpair of its definition d and use u, Pd/uwill denote all definition-free paths be-tween d and u . A s w i t h t h e a l l p a t h s criteria, the associated

φ d/u

will simplybe true.The relevance of feasible path analysis to testingis based on the following observations:¥Though a single test case can exerciseonly one path, it can in general satisfymany coverage instances. For example asingle test case will exercise more thanone statement and (normally) more thanone du-pair. Moreover, two distinct testcases may exercise a non-empty inter-section of coverage instances. Feasibilityanalysis can guide the judicious selectionof test cases to achieve a �minimal� sizetest suite satisfying a given coveragecriterion.¥It is not obvious when a test set achievescoverage since some of the coverage in-stances defined by a coverage criterionmay not be feasible. For example theremay be statements in a program whichare not reachable in the sense that thereare no input values that cause execution

to reach the statement. For data flowcriteria this is a significant issue.In an initial use of FPA we used it to generate anenumeration, by depth-first search, of all feasiblepaths. The algorithm tests the consistency ofpartial paths starting at entry to the program. If apartial path is inconsistent, so are all of itsextensions. With a complete enumeration of allfeasible paths, detection of infeasible testingrequirement and test suite size optimizationbecome tractable problems for moderately sizedprograms.However, this solution does not scale since allfeasible paths must be enumerated, and the num-ber of feasible paths grows exponentially inprogram size. Nonetheless, because of theoverall efficiency of the enumeration procedure,programs with over 200K feasible paths wereanalyzed. This corresponds to procedures ofmoderate size�roughly 20 sequential ifstatements (with approximately 50% of thestructural paths feasible). It could be argued thatwriting procedures with more decisions than thatis bad engineering practice, so this represents anadequate solution.Here is a typical result: To determine all of thefeasible paths in the program shown in AppendixA, the prover was passed 337 conjectures by thesymbolic analyzer. Among these, 95 wereproved to be theorems. The entire analysis tookabout 9 minutes, 8.5 of which were used by theprover. On average, the prover used about 2seconds checking an individual conjecture.This example demonstrates the importance of ouruse of a natural deduction controller for KITPand our strategy of focusing on disproving thatthe input conjecture is a theorem. Since NDCtries to find a model for the negation of the inputconjecture, a non-theorem conjecture may bedetected before the entire formula has beenprocessed and checked.Appendix B shows one of the 337 conjecturespassed to the prover. This conjecture isinterpreted as asserting that if the path defined bythe underlined statements is executed, then theif statement at point E must take the thenbranch. The formula is an implication composedof a hypothesis which is a conjunction of theconditions that must be satisfied if the underlinedpath is taken. The conjunctions on the first threelines correspond to the condition at point A. Theconditions corresponding to the if statementsat points B, C and D follow and are delineatedby blank lines. The condition at point E is theconclusion of the implication. All of theseconditions are expressed by back substitution interms of the initial values of the variables onentry to the procedure.By means of NDC, KITP determined that it is anon-theorem in 0.05 second. However, for thesame conjecture, if the prover attempts to prove itto be a theorem then the negated conjecture mustfirst be normalized into a set of 739 clauses. Theattempted proof of this conjecture takes over fiveminutes. The result of this example analysis isthat out of a possible 1018 paths through theprogram, 242 were shown to be feasible.In fact the inference system has no difficultytesting individual path feasibility for programswith over 100 sequential if statements.(Sequential if statements is an appropriatecomplexity measure since each condition isincorporated into the formula tested forsatisfiability.) Thus the prover could scale tomuch larger problems. The intractability of thisapproach on large problems is not due to thetheorem prover itself, but the enumeration ofindividual paths.In collaboration with the group at Boeing[Jasper94], we are now working to apply FPA tostructural testing using the following approach:Each test requirement corresponds to a pathregular expression. Satisfiability of the formulaassociated with the PRE demonstrates feasibilityof the corresponding test. To obtain a minimalsize test suite we use a greedy algorithm whichpartitions the formulas corresponding to feasibletests into maximal satisfiable subsets.The fundamental correspondence at work is thatthe conjunction of two formulas, each represent-ing a set of test requirements, produces a formulawhich, if satisfiable, will meet both sets of re-quirements. Thus the partitioning is done throughincrementally conjoining the formulas and testingfor satisfiability.4.Related WorkThe significance of feasible path analysis tostructural testing is described in [Clarke88,Frankl88, Woodward80, Korel90, Weyuker90].For example Weyuker [Weyuker90] writes:Even though the size of the required test setswere not nearly as large as predicted by thetheoretical upper bounds, we did encounterone practical difficulty when using the data

flow criteria which has negative implicationsto the use of these criteria for large programs.The problem was determining which of thedefinition/use associations or du-paths wereexecutable [feasible]. This problem isencountered when using many program-basedcriteria, including statement and branchcoverage, but is particularly acute for all-du-paths criterion since there are frequently alarge number of unexecutable du-paths. Infact, we found that the unexecutable pathproblem, not the large number of required testcases, was the primary practical difficulty inusing the all du-paths criterion.Clarke et. al. in [Clarke88] state �For example,data flow analysis tends to produce too manyuninteresting anomalies unless it is integratedwith a tool to evaluate path feasibility andsubsequently remove unexecutable anomalies.�Despite this, to our knowledge, there are fewrecent attempts to solve the infeasibility problem.On the other hand there were a number ofattempts in the 1970�s. Typical of this work is[Bicevskis79, Boyer75, Howden77, Clarke88,Ramamoorthy76, Clarke76]. The sophisticationof symbolic evaluators and the lack of significantcomputational resource at that time precludes anypractical results from such systems.Field [Field93] has described a formal systembased on an equational axiomatization with aconfluent set of rewrite tools to capture reasoningabout imperative programs. In particular, hissystem has a nice treatment of pointers,somewhat in the style of our formalization ofarray indexing.Werner and Howden describe limited methodsthat detect infeasible paths in COBOL programs[Werner91].Laski�s STAD system [Laski 90] performs thesymbolic evaluation but provides no tools fortesting feasibility. Indeed, without a simplifierour experience is that these expressions becomeunmanageable. Having determined that a testingrequirement is infeasible, he states rules whichpropagate infeasibility assertions to other testrequirements. In [Yates89] a statistical pathgeneration strategy which minimizes the numberof infeasible paths is proposed.Problems of infeasibility are not restricted towhite-box testing. Tripathy and Sarikayadescribe a test generation from LOTOSspecifications which may also generate infeasibletests [Tripathy91].An interesting alternative to symbolic evaluationis presented in [Korel90].5.Future Work5.1.Extensions to the InferenceSystemWhile the overall effectiveness of the prover inthis application has been a key enablingtechnology, further improvements in itsperformance will enable faster, more accurateresults, inter-procedural feasibility analysis,specification-based testing and enhanced defectanalysis. While tuning and implementation ofminor improvements based on experimentalresults is a constant activity, we believe thatincorporation of a special purpose decisionprocedure for integer linear programming (ILP)will yield significant performance improvements.This belief is based on two observations.1.New methods for solving ILP problemshave obtained tremendous performance.These methods employ linearprogramming techniques, but search thefeasible space for lattice point (i.e.integer valued) solutions. While ILP isNP-Complete these algorithms havebeen quite practical over the problemsizes we anticipate.2.Because most operations on integer,enumeration, record, and array types aregenerally represented by linear arithmeticformulas in the prover, there is asignificant opportunity to apply thesemethods.A notable application of ILP methods in thecontext of program analysis is array dependencyanalysis [Pugh92, Goff91] as used inparallelizing compilers.5.2.Extensions to the SymbolicEvaluatorWe also wish to implement a morecomprehensive and accurate analysis of loops.The traditional means for establishing suchrelationships is via a loop invariant, but our goalis a completely automated system which does notrequire the user to provide loop invariants.Instead we plan to �lift� loops so that each loop isreplaced by assignment statements assigning

values to the variables modified in the loop withvalues expressed using high-level functionalforms such as accumulations, reductions, filters,and maps [Letovsky88, Wills87]. Lifting loopsinto a sequence of assignments written over high-order functionals allows us to back formulasthrough loops in the same way as we would backa formula through straight-line code.Pointers are not treated by the system, but theirimplementation is generally straightforward. Foruser defined (abstract) data types we couldconstruct axioms for their behavior or directlyunfold the implementation bodies.5.3.Other Applications ofFeasible Path AnalysisProgram dependence graphs [Horwitz88] havebeen used to support diverse applications such asprogram slicing, program optimization, andprogram understanding. Integrating feasible pathanalysis into the construction of programdependence graphs will leverage the sharperanalysis our techniques provide into a broadrange of applications.There are a number of potential applicationsassociated with finding program defects, such aszero divides, nil pointer references, array boundsviolations, and so forth. The basic capability ofquerying whether an arbitrary formula at a givenprogram point reached by some collection of con-trol flow paths can (or must be) true is a quitegeneral and powerful analysis paradigm.Acknowledgments: Part of this work hasbeen supported by NASA and Boeing Corp-oration.6.ReferencesAndrews81Andrews, P. B. TheoremProving via general mating. J. ACM 28(2), 1981, 193-214.Bibel81Bibel, W. On matrices withconnections. J. ACM 28(4) (1981) 633-645.Bicevskis79Bicevskis, J., Borzovs, J.,Straujums, U., Zarins, A., and Miller, E.SMOTL -- a system to construct samplesfor data processing program debugging.IEEE Transactions on SoftwareEngineering SE-5, 8 (August 1990), 60--66.Bledsoe83Bledsoe, W. W. The UTinteractive prover. Tech. Report ATP-17B,Department of Mathematics, The Universityof Texas at Austin (1983).Boyer75 Boyer, R., Elspas, B., andLevitt, K. SELECT -- A formal system fortesting and debugging programs bysymbolic execution. SIGPLAN Notices 10,6, June 1975, 234--245.Boyer86 Boyer, R. S. and Moore, J. S.Integrating decision procedures into heuris-tic theorem provers: a case study with lineararithmetic. In, Machine Intelligence 11,Oxford University Press, 1986.Clarke76 Clarke, L.A. A system togenerate test data and symbolically executeprograms. IEEE Transactions on SoftwareEngineering SE-2, 3 (September 1976),215--222.Clarke88 Clarke, L. A., Richardson,D.J., and Zeil, S.J. TEAM: A supportenvironment for testing, evaluation, andanalysis. In Proceedings of the ACMSIGSOFT/SIGPLAN SoftwareEngineering Symposium on PracticalSoftware Development EnvironmentsBoston, MA, November 28--30, 1988,ACM, pp. 153--162.Field93Field, J., A simple rewritingsemantics for realistic imperative programsand its application to program analysis,Revision of paper appearing in the 1992Workshop on Partial Evaluation andSemantics-Based Program Manipulation,San Francisco.Frankl88 Frankl, P.G., and Weyuker,E.J. An applicable family of data flowtesting criteria. IEEE Transactions onSoftware Engineering SE-14, 10, October1988, 1483--1498.Goff91 Goff, G., Kennedy, K. andTseng, C., Practical dependence testing.In, ACM SIGPLAN ’91 Conference onProgramming Language Design andImplementation. ACM. Toronto, Canada,June 26--28, 1991, 15-29.

Hoare69Hoare, C. An axiomatic basisfor computer programming, CACM, 12,10(1969).Horwitz88Horwitz, S., Prins, J., andReps. T. On the adequacy of programdependence graphs for representingprograms. In, Fifteenth ACM Symposiumon Principles of Programming Languages.ACM San Diego, CA, January 13--15,1988, 146--157.Howden77Howden, W.E. Symbolictesting and the DISSECT symbolicevaluation techniques. IEEE Transactionson Software Engineering SE-4, 4 (1977),266--278.Jasper94Jasper, R., Brennan, M.,Williamson, K., Currier, C., andZimmerman, D. Test data generation andfeasible path analysis. InternationalSymposium on Software Testing andAnalysis (Seattle, WA, August 17--19,1994).Korel90 Korel, B. Automated softwaretest data generation. IEEE Transactions onSoftware Engineering 16, SE-8 August1990, 870--879.Kotik89Kotik, G.B., and Markosian,L.Z. Automating software analysis andtesting using a program transformationsystem. In Proceedings of the ACMSIGSOFT ’89 Third Symposium onSoftware Testing, Analysis, andVerification (Key West, Fl, December 13--15, 1989), ACM, 48--54.Laski90Laski, Janusz, Data flowtesting in STAD, J. Systems andSoftware, vol. 12 (1990), 3-14.Letovsky88 Letovsky, S. I. Plan Analysisof Programs. Ph.D. Thesis, YaleUniversity, Department of ComputerScience December 1988.Murray87Murray, N.V., and Rosenthal,E. Inference with path resolution andsemantic graphs, Journal of the ACM 34,2,(April, 1987), 225--254Pugh92 Pugh, W. A practical algorithmfor exact array dependence analysis.Communications of the ACM 35, 8,August 1992, 102--115.Ramamoorthy76Ramamoorthy, C., Ho,S., and Chen, W. On the automatedgeneration of program test data. IEEETransactions on Software Engineering SE-2, 4 (December 1976), 293--300.Reasoning90RefineTM 3 . 0 U s e r� s G u i d e ,Reasoning Systems Incorporated, PaloAlto, CA. May 25 1990.Reasoning92Refine/Ada User�s Guide,Reasoning Systems Incorporated, PaloAlto, CA. July 26, 1992.Shostak79Shostak, R. E. A practicaldecision procedure for arithmetic withfunctional symbols. Journal of the ACM26, 2, April 1979, 351--360.Shostak81Shostak, R. E. Deciding linearinequalities by computing loop residues.Communications of the ACM 28, 4,October 1981, 769--779.Shostak84 Shostak, R. E. Decidingcombinations of theories. Journal of theACM 31, 1, January 1984, 1--12.Smith90Smith, D.R. KIDS -- a semi-automatic program developmentsystem.IEEE Transactions on SoftwareEngineering Special Issue on FormalMethods in Software Engineering 16, 9(September 1990), 1024--1043.Tripathy91 Tripathy, P., and Sarikaya, B.Test generation from LOTOS specifica-tions, IEEE Trans. on Computers, 40, 4(April, 1991), 543-561.Wang85Wang, T.C. Designingexamples for semantically guidedhierarchical deduction. In 9th InternationalJoint Conference on Artificial Intelligence(Los Angeles, California, August 18-23,1985).Wang87 Wang, T.C., and Bledsoe,W.W. Hierarchical deduction. Journal of

Automated Reasoning 3, 1 (March 1987),35--77.Wang92 Wang, T.C., and Goldberg, A.RVF: an automated formal verificationsystem.In Eleventh Conference onAutomated Deduction, D.Kapur, Ed.Springer-Verlag, Berlin, 1992, pp.131--138.Lecture Notes in Computer Science,Vol. 607.Werner91Werner, L. and W.E.Howden, An investigation of theapplicability of data usage analysis. J.Systems and Software, Vol 15 (1991),205-215.Weyuker88 Weyuker, E.J. An empiricalstudy of the complexity of data flowtesting. In Proceedings of the SecondWorkshop on Software Testing, Analysis,and Verification, Banff, Canada, July 19--21, 1988, IEEE Computer Society, pp.188--195.Weyuker90The cost of data flow testing:an empirical study, IEEE Trans. onSoftware Engineering, 16,2 (1990), 121-128.Wills87 Wills, L. M. Automatedprogram recognition. Tech. Rep. MIT-AI-904, MIT AI Laboratory, February 1987.Woodward80 Woodward, M.R., Hedley,D., and Hennell, M.A. Experience withpath analysis and testing. In Tutorial:Software Testing & Validation Techniques,2Ed, E.Miller and W. Howden, Eds. IEEEComputer Society Press, Los Alamitos,CA, 1981, pp.194--206.Wos68Wos, L., and Robinson, A,Paramodulation and set of support.Proceedings of the IRIA Symposium onAutomatic Demonstration, Versailles,France, France, Spring-Verlag (1968)276-310.Yates89Yates, D.F., and Malevris, N.Reducing the effects of infeasible paths inbranch testing. In Proceedings of the ACMSIGSOFT ’89 Third SymposiumonSoftware Testing, Analysis, andVerification (Key West, Fl, December 13--15, 1989), ACM, 48--54.

Appendix A -- All variables are externally declared and of type Boolean procedure test is

begin dc_1 := cc_1 or ic_1;

dc_2 := cc_2 and dc_1 and ic_2;

dc_3 := (ic_3 or cc_3 or cc_1) and (ic_4 or not (ic_5 and cc_2 and not cc_3));

dc_4 := (dc_3 or not cc_4);

dc_5 := (dc_1 and cc_2) or cc_3 or not cc_4;

dc_6 := ic_6 and cc_5;

dc_7 := ic_7 and cc_5;

dc_8 := ic_8 xor dc_5;

dc_9 := dc_3 or ic_9;

dc_10 := (not (dc_4 and dc_2) or ic_10) and dc_9;

dc_11 := true;A

ifnot(notdc_7ornotdc_2oric_11orcc_6)thenB ific_12then dc_11:=ic_13;

endif;endif;dc_12:=dc_11ornotic_14;C ifnot(dc_2andcc_3)thennull;Delsif not dc_12 then

null;

end if;

dc_13 := dc_6 and (cc_6 or not (dc_2 and dc_12));

dc_14 := dc_13 and dc_8 and dc_10;E

ifdc_14thennull;endif;ifnotdc_14thenific_15thennull;endif;endif;endtest;

Appendix B (CC-5 & IC-7) & (IC-2 & ((IC-1 or CC-1) & CC-2)) & ~IC-11 & ~CC-6 & IC-12 & (IC-2 & ((IC-1 or CC-1) & CC-2)) & CC-3 & ~(~IC-14 or IC-13) => ((IC-9 or (~(~CC-3 & (CC-2 & IC-5)) or IC-4) & (CC-1 or (CC-3 or IC-3))) & (IC-10 or ~((IC-2 & ((IC-1 or CC-1) & CC-2)) & (~CC-4 or (~(~CC-3 & (CC-2 & IC-5)) or IC-4) & (CC-1 or (CC-3 or IC-3)))))) & (((~CC-4 or (CC-3 or CC-2 & (IC-1 or CC-1))) & ~IC-8 or ~(~CC-4 or (CC-3 or CC-2 & (IC-1 or CC-1))) & IC-8) & ((~((~IC-14 or IC-13) & (IC-2 & ((IC-1 or CC-1) & CC-2))) or CC-6) & (CC-5 & IC-6)))